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Information Sharing Protocol

Sharing the right information, at the right time, with the right people, is fundamental to good safeguarding
practice but it has been highlighted as a difficult area of practice.
The purpose of sharing information between agencies and with Blackburn with Darwen’s Local
Safeguarding Adults Board (LSAB) is to enable:
• Each LSAB member agency to fulfil its duties to cooperate with each other in safeguarding and
promoting the welfare of adults at risk of abuse and neglect;
• Each LSAB member agency to cooperate and fulfil its functions as set out in the Care Act 20141 and
the LSAB Strategic Framework.
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1. Purpose of the protocol

This protocol has been developed to provide the basis for which member agencies agree to share
information between themselves and with the LSAB. It shall not be deemed as a legal partnership, or
contractual or principal /agent relationship between any of the LSAB member agencies who agree to
this protocol.

1

Care Act 2014

page 1

Information Sharing Protocol

The permitted disclosure of information relates to the raising of a safeguarding concern, any subsequent
investigation and protection of adults at risk of abuse and neglect. Its purpose must be to ascertain
what has happened to the adult, where and when it occurred and who perpetrated the abuse. This
will enable services to put in place safeguarding plans for adults to ensure their safety and to enable
perpetrators to be recognised and held to account.
Where information needs to be shared below this level (e.g. early support such as Transforming Lives)
consent will be required from the adult2.
The Care Act 2014 identifies an adult at risk who:
• Has needs for care and support (whether or not the local authority is meeting any of those
needs) and;
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2. Why do we need to share adult safeguarding information?

• Is experiencing, or at risk of, abuse or neglect, and;
• As a result of those care and support needs is unable to protect themselves from either the risk
of abuse or neglect.
In addition to safeguarding principles3 it is also important that safeguarding partners take a broad
community approach to safeguarding that recognises that safeguarding arrangements (including
information sharing) are there to protect individuals. These need to be outcome focused and person
led thereby making safeguarding personal4.
Organisations will need to share information to:
• Coordinate effective and efficient responses
• Maintain good practice in safeguarding
• Identity low level concerns that may reveal adults at risk of abuse
• Help adults to access the right kind of support to reduce risk and promote wellbeing
• Prevent abuse and harm that may increase the need for care and support
• Reveal patterns of abuse that were previously undetected and that could identify others at risk
• Help identify people who may pose a risk to others and ,where possible work to reduce offending
behaviour
• Prevent serious harm or death
• Reduce organisational risk

Current UK Data Protection Legislation (Data Protection Act 2017)
Making Safeguarding Personal Guide 2014
4
SCIE Adult safeguarding: sharing information
2
3
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• Developing policies and procedures for how different organisations work together on safeguarding
and promoting the welfare of adults identified at risk of abuse and neglect
• Communicating to practitioners and the public the need to safeguard and promote the welfare of
individuals identified at risk of abuse or neglect
• Participate in local planning of services so they are effective at safeguarding and promoting the
welfare of individuals identified at risk of abuse or neglect
• Assessing whether organisations are fulfilling their individual and collective statutory
safeguarding obligations
• Undertaking Safeguarding Adult Reviews (SARs) where there is concern as to the way
organisations have worked together to safeguard and promote the welfare of adults at risk.
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For LSAB member agencies to share information with the LSAB the purpose will be to allow the LSAB to
fulfil its functions as required by the Care Act 2014 and the LSABs Strategic Framework and objectives:

• Publishing an annual report on the effectiveness of safeguarding and promoting the welfare of
adults identified at risk.
For most functions, agencies will be sharing de-personalised and /or anonymised data, however for
safeguarding adult reviews, multi-agency concise reviews and multi-agency audits agencies will be
required to share personal, sensitive and confidential (including medical) data under clause 45 of the
Care Act 2014.
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The main legal gateway (or statutory power to share information) for the purposes of this protocol is
the Care Act 2014. This places a statutory duty on all LSAB member agencies to make (information
sharing) arrangements to promote co-operation.
Adults at risk of abuse have the right to refuse, or withhold consent, for organisations to share
information. Wherever possible the adult’s views and wishes will be respected but if they are in a
situation whereby that places further risk to the adult, the duty of care overrides the individual’s refusal.
The need to protect the individual or the wider public outweighs their right to confidentiality. Decisions
to share information about an adult at risk must be made by the organisation and not a staff member
acting on their own. However this must not cause unnecessary delay in the disclosure process.
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3. Legal Gateway

In applying the Care Act 2014, all LSAB member agencies and the LSAB must also adhere to the
arrangements outlined in the following:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Mental Health Act 1983
Access to Health Records 1990
Human Rights Act 1998
Crime and Disorder Act 1998
Freedom of Information Act 2000
Education Act 2002
Homelessness Act 2002
Criminal Justice Act 2003
Children Act 2004
Civil Contingencies Act 2004
Mental Capacity Act 2005
NHS Act 2006
Protection of Freedoms Act 2012
Anti-social Behaviour, Crime and Policing Act 2014
Common Law Duty of Confidentially
Current UK Data protection Legislation
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• The Caldicott Principles 1997 which guides the sharing of information between and health and
social care. These principles are also reflected in the Data Protection Act
• MAPPA arrangements that cover the sharing of information for managing violent or sexual
offenders
• MARAC arrangements cover information for multi-agency provision of services for victims of
domestic abuse to help reduce their victimisation
• Channel Duty Guidance whereby the sharing of information is central to providing support to
those identified as possibly at risk of being radicalised or drawn into terrorism
• The Duty of Candour sets out information sharing necessary for all service providers registered
with the Care Quality Commission
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In addition to the expectation set out in the Care Act 2014 individual member agencies and their
partners also have their responsibilities to share information that satisfies:

What the above means for organisations;
• The law does not prevent the sharing of sensitive, personal information within organisations. If
the information is confidential, but there is a safeguarding concern, sharing may be justified
• The law does not prevent the sharing of sensitive, personal information between organisations
where the public interest served outweighs the public interest served by protecting confidentiality
- for example to prevent a serious crime
• Current UK Data Protection Legislation enables the lawful sharing of information
• If the information is confidential, but there is a safeguarding concern, sharing may be justified
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The key principle of sharing confidential information is that any information confided should not be
used for any other purpose, or disclosed further, except as originally understood by the confider, or with
their subsequent permission.
All personal information acquired or held in the course of working with adults at risk should be treated
as confidential. The information each agency holds will be subject to that agencies own policies and
must be stored securely in accordance with the agency’s protocols.
The duty is not absolute and the disclosure of confidential information can be justified if:
•
•
•
•
•

The information is not confidential in nature
The person to whom the duty of confidence is owed has expressly authorised its disclosure
Disclosure is required by a court order
Disclosure is required by legislation or a legal obligation
There is a serious overriding public interest as the information relates to:
--------

Blackburn with Darwen
Local Safeguarding Adults Board

Confidential Information

Serious crime
Danger to a person’s life
Danger to other people
Danger to the community
Serious threat to others, including staff
Serious infringement of the law
Risk to the health of the person
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Flowchart of key questions for information sharing
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Information Sharing Flowchart

You are asked to or wish to share information
Is there a clear and legitimate purpose
for sharing information?

No

Yes

No

Does the information enable a person
to be identified?
Yes

No

Is the information confidential?

Not
sure

Seek
advice

Yes

Yes

Do you have consent?
No

You can
share

Yes

Is there sufficient public interest
to share?

No

Do not
share

Share information:
• Identify how much information to share.
• Distinguish fact from opinion.
• Ensure that you are giving the right information to the right person.
• Ensure you are sharing the information securely.
• Inform the person that the information has been shared if they were
not aware of this and it would not create or increase risk of harm.

Record the information sharing decision and your reasons,
in line with your agency’s or local procedures.

If there are concerns that a child may be at risk of significant harm or an adult may be at risk
of serious harm, then follow the relevant procedures without delay.
Seek advice if you are not sure what to do at any stage and ensure that the outcome of
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Each agency agreeing to this protocol undertakes to comply with legal provisions and principles of
information sharing by:
• processing only accurate, valid and reliable de-personalised data in any circumstance where the
purpose can be achieved without the disclosure of personal information;
• ensuring that where de-personalised information is processed, it will not be matched, merged
or correlated in any way which could result in the identification of an individual without the prior
consent of the originator and the implementation of necessary safeguards to protect the rights
and freedoms of the individual;
• processing personal, sensitive and/or confidential (including medically confidential) information
only with explicit and informed consent of the information subject, unless the public interest test
is satisfied to share information without consent;
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4. Application

• using data only for the specified purpose for which it is intended to be processed;
• processing only information that is sufficient and relevant, and not excessive, to the specified
purpose for which it is intended to be processed, to be determined on a case-by-case basis;
• processing information fairly and objectively in each case;
• only to process information where it is necessary for the specified purpose for which it is intended
and cannot be achieved by any other means;
• processing information proportionately in each case;
• retaining information no longer than is necessary in the circumstances of each case and to
securely dispose of data that is no longer required;
• collecting, processing, storing and disclosing all information in accordance with this protocol and
relevant legislation;
• not processing information for any purpose other than that set out in this protocol (safeguarding
adults at risk);
• restricting the processing of information to any employees (nominated persons of LSAB agreed
members) involved in pursuance of the specified purpose for which the information is intended to
be processed;
• taking all reasonable steps to ensure that any employees involved in the processing of
information in pursuance of the specified purpose, are aware of their responsibilities to ensure
the lawful processing of data;
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• providing information required to be exchanged, in the correct manner, within the correct and
agreed time limit;
• working in partnership and give reasonable assistance to other partners to enable statutory
obligations to be fulfilled.
• ensuring all staff are made aware that disclosure of personal information, which cannot be
justified on legal or statutory grounds, whether inadvertently or intentional, could be subject to
disciplinary action
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• not furthering the process of information received under this protocol in any manner
incompatible with the purpose for which the information was originally intended and without
the written agreement of the originating signatory. Information required will, under normal
circumstances, be requested from the originating signatory. Secondary disclosure will be kept to
an absolute minimum and consent will be sought. Where secondary disclosure does take place,
the originator must be informed;

• each LSAB member agency being responsible for putting into place effective procedures to
address complaints resulting to the disclosure of information, and information about these
procedures should be made available to service users
• each LSAB member agency having clear record keeping policies, this should include how to
record information as to any assessment of risk to either the adult at risk or the risk they may
pose to others-including the subsequent outcome of the risk assessment
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Each LSAB member agency and the LSAB will ensure they have appropriate security arrangements in
place and take all reasonable steps to adequately protect the information, both technologically and
physically, against unauthorised or unlawful processing, accidental loss, or destruction of, or damage
to information.
This includes the methods of sharing such as by email, post/courier, verbally, storage and disposal.
Agencies and the LSAB will conduct regular audits of security arrangements to ensure they are effective
and in compliance with the provisions of the current data protection legislation.
If there is a breach of information agencies must follow their own internal arrangements to report/
address this. This must be completed within 72 hours to the ICO therefore own agency’s policies must
reflect this.
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5. Security of Data

page 8

Information Sharing Protocol

Agencies will consider varying the protocol as a result of changes in:
• Practice/procedures;
• Legislation/guidance; and/or
• Information Commissioner rulings/case law.
Agencies can seek a review to ensure that:
• The processing of information is contributing to the achievement of the purpose of the protocol;
• Security arrangements remain adequate and any breaches are being acted upon;
• Time limits for the processing of information are being adhered to where appropriate;
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6. Review and Variation of the Protocol

• Confidentiality requirements are being met; and/or
• Member agencies are working together to ensure that the flow of information between agencies
and with the LSAB, in pursuance of the co-operating objectives, is not restricted by uncertainty
and inconsistency in decisions to share information between agencies.
LSAB member agencies may propose changes to this protocol or its appendices at any time by
submitting a suggested revision to the Independent Chair of the LSAB in writing, so that the impact of
proposed changes can be accessed consulted upon and agreed
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